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How it works

Pradeo Security Mobile Device Management platform

Device compliance status 
synch (optional)

Mobile security events
Conditional access
Blacklist / whitelist

(optional)

Real-time threat detection 
and remediation

User device with 
Pradeo agent

SIEM (optional)

Corporate data

Threat detection coverage

Application-borne
threat detection
Detection of all code execution 
attacks and leaky behaviors to 
prevent data exfiltration, data theft 
and fraud.

Network-borne
threat detection 
Detection of all network exploits to 
prevent data theft and eavesdropping.

Device-borne 
threat detection
Detection of all device misuses 
to prevent privilege escalation, 
takeover and data theft.

0-day malware
Screenlogger
Keylogger
Data sending trojan
SMS trojan

Man-in-the-Middle attack
Phishing attack
NFC abnormal activity
Bluetooth abnormal activity
Rogue cell tower connection

OS vulnerability
Root / Jailbreak
Hidden root / Jailbreak
Malicious profile
System takeover

Ransomware
Overlay
Intrusive application
Leaky application

Unsecure WiFi connection
Malicious proxy connection
VPN connection
Session highjacking
Pharming

Abnormal battery consumption
Non-trusted certificate
Debug mode
Authorized unknown source
Accessibility mode


